
Title: 

Active Directory Attack Fundamentals 

Description: 

This course gives a practical look at how Active Directory is commonly assessed during real-world 
security testing. It starts with a straightforward breakdown of what Active Directory is, why it 
continues to be a high-value target, and how design decisions made years ago still create risk in 
modern environments. From there, the focus shifts to how those weaknesses are actually identified 
and abused during an assessment. 

The class blends live walkthroughs with hands-on work. Students observe an end-to-end attack 
scenario and then apply the same approach in their own lab environment, moving from initial 
access into analyzing privilege relationships and attack paths within Active Directory. The course 
uses modern tooling and workflows that reflect how networks are tested today, with an emphasis 
on understanding how access is gained, expanded, and evaluated, rather than treating attacks as 
isolated tricks or checklist items.  

Trainer: Tanner Shinn, Principal Security Engineer, Alias Cybersecurity 

Bio: Tanner Shinn is a Principal Security Engineer at Alias Cybersecurity, where he leads advanced 
security research, red team operations, and complex penetration testing engagements focused on 
real-world attack techniques and adversary behavior. With over a decade of experience spanning 
enterprise networking, security engineering, and offensive security, he specializes in Active 
Directory compromise, network and wireless exploitation, cloud security testing, and evasion 
techniques, delivering clear and actionable findings to both technical and executive audiences. 
Tanner has played a key role in building and mentoring high-performing cybersecurity teams at Alias 
and previously held senior engineering roles at Dell Technologies, bringing deep operational insight 
into large-scale environments. He is an active contributor to the cybersecurity community as a 
conference speaker, panelist, media subject-matter expert, and podcast host and guest. 

Target Audience: 

• Security Professionals 
• IT professionals  

Pre-requisites:  

1-2 years experience in IT 

Hardware requirements:  Laptop with access to internet will be required. 

Course Length: Full day – 6 - 8 hours 

Attendee maximum: 30 

Pricing: $250 for full day 


