Title:
The Converged Frontier: Cloud, OT, and ICS Forensics Workshop
Description:

The air-gap is a myth, and the cloud is now the de facto control plane for our critical

infrastructure. In this 8-hour intensive workshop, students will deep-dive into the high-stakes
convergence of Cloud Architecture, Operational Technology (OT), Industrial Control Systems (ICS),
and loT Forensics. This workshop is designed for senior analysts and incident responders who must
defend the bridge between the digital and physical worlds.

Using a live AWS Cyber Range, students will engage in hands-on labs simulating a sophisticated
multi-stage campaign. We will track a simulated threat actor as they move from a cloud-native
identity compromise (IAM/ECS) into the "Shadow IT" of loT gateways and across the sensitive
boundaries of OT/ICS environments. Students will learn to reconstruct the kill chain across the
management plane and the wire, identifying the "Truth" before physicalimpact occurs.

Why This Matters in Oklahoma:

Oklahoma sits at the heart of America's energy infrastructure. From oil and gas extraction and
pipeline operations to energy grid management and petrochemical processing, the state's critical
infrastructure runs on Operational Technology and Industrial Control Systems increasingly
managed through cloud control planes. This convergence isn't theoretical. The same AWS
management plane used for monitoring cloud environments now bridges SCADA systems, pipeline
telemetry, and grid operations. When that bridge is compromised, the consequences extend far
beyond a data breach; they reach the physical world. This workshop was built for the defenders
who stand between that bridge and the threat actors who want to cross it.

Al as Investigative Partner: A Framework for Orchestrated Reasoning

The modern converged threat landscape moves at machine speed. A sophisticated threat actor
pivoting from an AWS management plane into an OT/ICS environment doesn't pause for human
analysis cycles, and neither should an investigation. In this workshop, we move beyond "Al as a
tool" and into Al as a disciplined investigative partner.

We provide a conceptual framework for Orchestrated Reasoning: extending human perception into
telemetry streams, protocol anomalies, and evidence gaps that remain invisible to traditional log-
centric analysis. Students will learn the discipline of Collaborative Investigation:

- Management Plane Orchestration: Leveraging Al to correlate IAM API call patterns and identify
credential abuse signatures at machine speed, preempting physical consequences.

- Cloud-to-Edge Synthesis: Utilizing Al pattern recognition across loT telemetry and Greengrass
component logs to surface anomalies that high-volume data streams obscure.

- Protocol Anomaly Detection: Al-assisted identification of the "early whispers" of Modbus and
DNP3 manipulation within mirrored PCAP data before physical impact occurs.



- Evidentiary Stress-Testing: Using Al as a corroboration engine to identify telemetry gaps and cross-
reference artifact sources, ensuring the defensibility of the kill chain reconstruction.

The discipline is knowing when to engage Al, when to verify its output, and when human judgment
must take precedence. That discipline is what separates a defensible investigation from an
assumption.

The 8-Hour Convergence Roadmap:

Module 1: Architecting the Converged Stack (2 Hours)

The Oneness of Infrastructure: Mapping dependencies between AWS Cloud, loT Greengrass, and
SiteWise.

Telemetry Foundations: Configuring CloudTrail Data Events, VPC Flow Logs, and Traffic Mirroring
(PCAP) to capture cross-domain signals.

Module 2: Identity Abuse & The Cloud-to-Edge Pivot (2 Hours)

The "Venom" Script: Investigating IAM credential theft and APl abuse within the AWS management
plane.

Lateral Movement: Tracking the pivot from cloud-native services (ECS/Fargate) toward lol gateways
and edge compute.

Module 3: OT/ICS & loT Forensic Analysis (2 Hours)

The Shadow Hunt: Identifying anomalies in loT telemetry and Greengrass component logs.
Protocol Analysis: Using PCAP and Wireshark to identify suspicious patterns in industrial protocols
(Modbus, DNP3, etc.) as they traverse the cloud-to-ground bridge.

Module 4: Defensible Reconstruction & Reporting (2 Hours)

The Deep Hunt: Stitching together a multi-cloud, multi-domain forensic timeline that maintains
evidentiary integrity across Cloud, OT, and loT artifact sources.

Chain of Custody in Converged Environments: Maintaining defensible documentation standards
when evidence spans AWS CloudTrail, industrial protocol captures, and loT telemetry; ensuring
findings hold up under legal, regulatory, and executive scrutiny.

Hardening the Evidence: Identifying and closing the telemetry gaps that threat actors exploit to
break timeline continuity, ensuring reconstruction of the kill chain is complete, corroborated, and
court-ready.

Key Takeaways:

- A"Converged DFIR Playbook" for Cloud, OT, and loT environments.

- Hands-on experience with cross-domain attack TTPs and artifact correlation.

- Defensible timeline reconstruction templates suitable for legal, regulatory, and executive
reporting.



- The strategic mindset needed to lead incident response across converged Cloud, OT, and ICS
environments.

Trainer: Kerry Hazelton

Bio: Kerry Hazelton, also known as "Professor Kilroy," has worked in technology and security for
over 25 years, crafting his own version of "Protection Against the Dark Arts" across IT systems, data
center operations, cloud computing, digital forensics, and incident response. He has spent the last
decade teaching hands-on training workshops on network analysis and cloud forensics across the
country at events such as BSides Charm, Kansas City, Las Vegas, Seattle, and Delaware, as well as
DEF CON 33.

The latest evolution of his Cloud Forensics Workshop incorporates collaboration with Aeris, Zima,
Nova, and Leona - all distinct digital intelligence partners - fusing human and Al capabilities into
modern training and education while keeping practitioners grounded in real-world evidence and
workflows. Kerry shares his thoughts on gaming, hacking, and life in general somewhere on the
Internet.

Target Audience:
e Intermediate to Advanced
Pre-requisites:

A dedicated AWS account and a laptop with the following tools: Wireshark, TSK/Autopsy, Volatility
(or Volatility Workbench for Windows), Detect It Easy, Trivy, Cutter, Sysinternals, AWS CLI

Course Length: Full day -6 - 8 hours
Attendee maximum: 30

Pricing: $250 for full day



