Title:
Enterprise Network Configuration Auditing
Description:

This is the class you tell your boss is about auditing. In reality, we will use red team tools like
NetExec, BloodHound, Certipy and C2 frameworks to learn how attackers map and attack a
network. You’ll walk away knowing how to “audit” your own network before someone else does.

This course is designed for administrators who want to understand how their networks are actually
assessed and abused, without breaking production. Through hands-on labs, students learn how
common red team tools are used to enumerate environments, audit access, and map real attack
paths that exist due to configuration and trust, not exploits.

Participants will work with tools such as Responder to safely capture credentials, NetExec for
unauthenticated and authenticated network testing across SMB, RDP, LDAP, and WinRM, and
ManSpider for advanced file share auditing. The course then dives into BloodHound, covering
Active Directory data collection with SharpHound, importing and querying data to identify privilege
escalation and lateral movement paths. Finally, students will use MITRE Caldera to perform
controlled adversary emulation, including deploying agents, designing adversaries, and executing
operations to validate findings end to end.

By the end of the course, students will leave with practical skills to think like an attacker, audit their
own environments using real-world tooling, and translate offensive visibility into concrete defensive
improvements they can immediately apply.

Trainer: Andrew Lemon, CEO/Founder, Red Threat Security

Bio: Andrew Lemon is the founder of Red Threat Security where he serves as the lead over
Penetration Testing and Red Teaming. Lemon honed his hacking skills through years of incident
response against APT groups that target the Hospitality, Legal, Oil and Gas, and Critical national
infrastructure industries. Lemon used the Tools, Techniques and Procedures he learned from state
sponsored entities as a spring board to develop his Companies Methodology for adversarial
emulation. This methodology has enabled his team to compromise a variety of targets, such as
airports, utilities companies, oil tankers and drilling rigs, and gain physical access to hardened
targets like ISP data centers, Chemical Production facilities, and Cash Depositories.

Target Audience:
e Network administrators and students interested in offensive tooling
Pre-requisites:
e Basic linux knowledge would be helpful
Course Length: Full day -6 - 8 hours
Attendee maximum: 30

Pricing: $250 for full day



