
Title: 

Network Forensics for Incident Response  

Description: 

This 7-hour hands-on course equips participants with practical skills in network forensics using 
firewall logs and SIEM systems during ongoing threat hunting and post-incident investigations. 
Designed for mixed experience levels, the class covers logging fundamentals (syslog enablement 
and centralization risks), the critical advantages of SIEM over standalone syslog servers (including 
resilience against compromise), and vendor-specific log analysis. Through live demonstrations and 
guided labs, attendees will learn to identify indicators of compromise (IOCs), attribute activity to 
threat actors and detect data exfiltration. The course concludes with actionable remediation 
strategies, such as implementing targeted security rules to prevent recurrence.  

Trainer: Andrew Hickman - Security Engineering Lead, Alias Cybersecurity 

Bio: Andrew Hickman is a skilled network security engineer and incident response lead with over a 
decade of experience in enterprise environments. Currently serving as the Security Engineering 
Lead at Alias Cybersecurity, he manages SOC operations, leads high-impact incident response 
efforts, and drives security engineering initiatives across diverse infrastructures. With a background 
that includes senior roles at Dell Technologies, Andrew brings expertise in network design, firewall 
administration, wireless security, and infrastructure resilience. His hands-on leadership during 
incidents has helped ensured containment and recovery, minimizing downtime and safeguarding 
critical assets. 

Target Audience: 

• Security Professionals 
• IT professionals  

Pre-requisites:  

• 1-2 years experience in IT 
• Hardware requirements:  Laptop with access to internet will be required. 

Course Length: Full day – 6 - 8 hours 

Attendee maximum: 30 

Pricing: $250 for full day 


